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Figure 1: Analyzing debugging tools as mediums for foraging over place and time. We contribute a lens to support analysis of the
expressive potential and efficiency of debugging tools. Programmers issue queries via their debugging tools to examine execution data across
the axes of place (which encodes particular variables present at a source location) and time. Breakpoints capture variables at every level of
the stack at a particular time. Print statements capture specific variables and the order that places are visited during execution. Whyline
provides links between points in place-time according to cause and effect. Our transitional debugging tool autopsy blends views across
place and aggregations across time. We envision that future debugging tools could combine these capabilities.

Abstract

Programmers routinely instrument and run their code with tools
such as print statements or breakpoints in order to understand how
their programs behave at runtime. When multiple tools are avail-
able to programmers, how should we think about their strengths
and weaknesses? In this paper, we provide one lens for compari-
son called data-oriented debugging. In this lens, a programmer has
data needs and expresses them as queries to their debugging tools.
Queries reach into clusters of program data organized by place and
time. Tools differ in which of these queries they make easy. We
develop this lens through formative interviews with professional
programmers, a comparative tool-use study, and an analysis of ex-
isting debugging tools. We offer the lens as a reflective aid for tool
designers and researchers to assess the capabilities of a debugging
tool of interest.
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1 Introduction

Debugging tools (e.g., print statements, breakpoints) help program-
mers understand a program’s behavior by running the program
and collecting information about how it ran. Consider a situation in
which a student debugs a test failure in a simple arithmetic calcula-
tor. When run with 2 + 3 * 4 * 2, the program returns 26 when it
should return 50. The student skims their code, but every process-
ing step of the calculator initially looks reasonable: the tokenizer
handles all of the characters, and the parser and evaluator have
code to handle all of the operators. What follows is an involved
series of steps in collecting and interpreting program data.

This student instruments their code to see if the runtime values
offer any clues. They are initially suspicious of the expression parser
given its complexity. After printing some of its outputs and seeing
that they are all correct, they move on to question the correctness
of the expression evaluator. They think the issue may be with the
order of operations, and add logs to capture each step of evaluation,
including indicative variables like operator, operands, and result.
Finally, something unusual appears: 4”2 outputs 8. This tells the
student there is no problem with the order of operations and instead
points them to the exponentiation operator whose implementation
has a typo, raising the left operand with a *** instead of

In situations like this, debugging involves consultation of not just
code but data. The existing academic literature on program compre-
hension tends to foreground the processes involved in reviewing
code [16, 23, 39]. While review of program data has been studied as
well [3, 27, 29], the picture is less defined, and the variety of reasons
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and moves involved in debugging with data has not been developed
at a granular level. While it is regularly demonstrated that useful
interactive tools can be developed for new questions [2, 17], con-
texts [14, 40], and navigation mechanisms [6, 37], we believe that
development of general-purpose debugging tools requires a clearer
picture of what investigation looks like at the level of asking and
answering data-oriented questions about program behavior.

To that end, this paper contributes a conceptual lens called data-
oriented debugging that is intended to support discussion of what
a given dynamic debugging tool does and does not support. Under
the data-oriented lens, a programmer seeks data to update their
mental models. Data is collected by posing queries to debugging
tools. Importantly, not all queries are equally easy with different
tools. Rather, tools differ in which kinds of queries they make possi-
ble or easy. Differences in these queries can partially be explained by
their ability to reach across different places and times in a program.

Section 3 describes our lens. Then, the rest of the paper develops
it. In Section 4, we conduct formative interviews with professional
software engineers to surface data-oriented factors that motivate
and influence their attempts to understand programs. In Section 6,
we document the queries that arise during a lab study of debug-
ging tool use. Different tools shaped which queries were executed
and the ways they were pursued. Finally, in Section 8, we review
existing debugging tools under the data-oriented lens to highlight
opportunities for tools that provide more flexibility in querying
across place and time.

2 Background and Related Work
2.1 User Studies of the Debugging Process

Prior user studies of programmers have described and modeled how
people debug, emphasizing a wide array of facets and complexities
[1,3-5, 8, 11, 12, 23, 24, 27, 29, 33, 41, 45]. The central position of
data-oriented debugging is that deeply understanding the role of
program execution data in debugging is key to designing usable
debugging tools. We are not the first to consider data as central
to debugging. For example, Spinellis [43], on modern debugging
techniques, writes that “data is the lifeblood of debugging” We use
this section to detail previous user-centered findings around the
role of execution data within debugging.

Many empirical studies highlight the different aspects of execu-
tion data’s importance. Li and Coblenz [27] argue that execution
data is used in two ways: “updating uncertainty”, where data is
used for informal reasoning, and “updating speculations”, where
data is used to confirm or disprove a speculation. Previous studies
further detail the diverse utility of execution data. While practices
like reading code [41] and consulting external resources [27] also
occur, the centrality of execution data is demonstrated through
its variety of use cases, such as helping establish an initial mental
model of the program’s functionalities [12, 30], providing scents of
possible issues [11, 12, 33], and validating or falsifying hypotheses
[1].

In service of concretely describing how programmers utilize
execution data in different ways, studies [3, 29] have classified
and enumerated the different tactics that users engage in with
execution data in the course of debugging, such as forward and
backward reasoning, systematic search, and tracing execution. Our
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study takes these as givens, descending into greater detail about the
queries that arise during debugging tasks and the fit of debugging
tools to answer them.

Prior research also describes other important factors related to
execution data, particularly the barriers associated with informa-
tion retrieval and presentation. Users expressed the importance
of knowledge-avoidance, where they generally approach debug-
ging by attempting to “learn the least about the codebase to fix
the issue” [27]. Related to capturing the right data, Layman et al.
[24] describe how users are often frustrated with data quality and
integration issues when debugging with log files, resulting in an in-
ability to perform desired analyses. Our findings shed light on two
underexplored facets adjacent to these issues. First, we present the
different granularities of execution data that users are interested in
procuring for their analyses, organized along the axes of place and
time. Second, we describe the diverse ways by which users navigate
transforming captured execution data, suggesting opportunities for
future tools to find the appropriate representations for addressing
these persistent user barriers.

More broadly, several of these studies have proposed different
overarching frameworks that characterize debugging. For example,
Siegmund et al. [41] propose “scientific debugging”, where profes-
sional developers generate hypotheses, design experiments, and
execute them. In a similar vein, hypothesis-driven debugging [1]
posits that debugging is dominated by learning through generating
and evaluating individual hypotheses. Our lens, data-oriented de-
bugging, can be seen as clarifying the data needs underlying these
processes and how they are realized as queries, calling attention to
the diversity of needs and the varied support of debugging tools in
fulfilling them.

2.2 Sensemaking

One goal of data-oriented debugging is to give better structure for
designing affordances in debugging tools that accelerate the sense-
making process. Sensemaking [36] is a model of how people trans-
form complex information into actionable understanding through
iterative cycles of gathering data, interpreting and abstracting them
into useful representations, and evaluating those representations
using data. Sensemaking consists of two major loops: an informa-
tion foraging loop [35], in which an analyst seeks out data, and a
sensemaking loop where they refine a model that fits the evidence
through incremental steps.

Information foraging by programmers is well-established in the
literature on cognition in programming [9, 21-23, 34]. The sense-
making loop for debugging has less coverage, but Horvath [13] has
multiple works supporting sensemaking in code via annotations
as well as print debugging logs. Grigoreanu et al. describe the sub-
processes of debugging within the model of sensemaking for end
users [11], where participants navigated completion of a debugging
task by traversing sensemaking loops of the environment, bug fix-
ing, and common sense/domain. They suggest that debugging tools
should surface information that progresses users forward along the
sensemaking loop, or support users in recovering after falling back-
wards in the loop. Their main suggestion was surfacing relevant
evidence (such as execution data) and hypotheses in low-cost ways
to orient users. Data-oriented debugging shares this goal, and can
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Figure 2: Querying execution data fulfills data needs. The
student wonders which operator is evaluated first. Left: Control
flow in code presents each operator case as a possible path of
execution. Right: Interpreting the query result makes it clear that
the exponentiation operator is evaluated first.

be seen as an overarching framework for understanding how to
structure thinking around supporting sensemaking in debugging
tools.

2.3 Questions and Queries

Prior work has investigated the questions that programmers ask
when working with code and proposed query languages for inter-
rogating program behavior. In §3, we present a conceptual lens for
understanding programmers’ interactions with program behavior.
This lens bridges these two lines of work, allowing us to investi-
gate matters relevant to the development of debugging tools: How
do programmers express their questions about program behavior?
How do their tools support them in doing so, and what additional
affordances do they need?

Works concerning questions [19, 20, 42] enumerate the high-
level intents that occur during comprehension, such as “how is
control getting here?” Our lens addresses the subset of these ques-
tions that require instrumentation of a running program to answer,
and clarifies how programmers query their debugging tools to an-
swer their questions.

There have also been works establishing query languages that
extract information from running programs. Lencevicius et al. [25]
describe a declarative, constraint-based language for searching over
the objects in an object-oriented program at a particular point in
time. Goldsmith et al. [10] provide a SQL-style relational query
language over events that occur across time within a program
trace such as method invocations and object allocations. Our lens
provides a way to analyze the coverage of such query languages
(and debugging tools more broadly) in answering the data needs
that arise during debugging.

3 Data-Oriented Debugging

Our main contribution is a lens on dynamic debugging called data-
oriented debugging. Under this lens, debugging tools fulfill pro-
grammers’ data needs via queries about how a program executed.
Tools differ in the ways they gather execution data across place and
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Figure 3: Programmers formulate their data needs as queries
and interpret what the results mean about how the code
executes. The types of expressible queries and the formats of the
query and output are determined by the debugging tool being used.

time in a program. This section describes the basic idea, and later
sections lend empirical weight and depth to its components.

3.1 Mental Models and Data Needs

Under the data-oriented debugging lens, the work of code compre-
hension and review involves the formation of mental models of
code [12, 30]. These mental models may be incomplete or incor-
rect [2, 41]. Data helps the programmer fill out, correct, and gain
confidence about their models by comparing them to what actually
happens when the program executes [27].

Consider again the student debugging an arithmetic calculator
from §1. The student uses data to update their mental model of the
program. When examining the expression evaluator, they suspect
that the order of operations may be incorrect, so they add a print
statement after operator execution. As visualized in Figure 2, the
code makes all operators possible, but the execution data shows
that exponentiation actually comes first. The student then updates
their model, no longer suspecting order of operations as the cause.

When the programmer requires data to advance their comprehen-
sion, we say that they have a data need. Data needs extend beyond
hypothesis formation and checking [2] to include less-defined ques-
tions like “what are all the values that this could be?”, “did we ever
reach this point?”, or “what caused this to happen?” In the example
above, the student’s suspicion creates a data need for the order in
which operators are evaluated.

3.2 Queries

Programmers’ access to execution data is mediated by dynamic
debugging tools, which gather, process, and present the data. Pro-
grammers translate their data needs into queries for their tools,
which then act upon them and return results that the programmer
interprets (Figure 3).

Queries, broadly, are any requests from the programmer to the
tool to compute and present something about the execution data.
Different tools are characterized by what data they capture, the
queries they enable, how queries are expressed, and how answers
are presented. In the example above, the student issues queries by
translating their suspicion into the insertion of log statements.
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3.3 Place and Time

The space of available data can be conceptualized as spanning place
and time. By “place” we mean a pair of a source code location (e.g.,
the line reading result = left * right)and an access path in
scope at that location (e.g., node . op, which is in scope despite not
appearing in the line of code). At a particular source code location,
different variables and different fields of a variable are different
places. The same access path at different source code locations gives
different places. The segment of the place axis corresponding to a
line of code consists of places for all of the paths in scope at that
line. I A particular point in place-time space corresponds to the
value of its access path at its source location at its point in time.

While movement through place can correlate with movement
through time, as in the case of stepping through successive lines of
code, many interesting queries arise when this isn’t the case. For
instance, a programmer may want to review one place at multiple
times, like the student printing every call to the operator evaluation
function to see the order of operations. Conversely, they may want
to review multiple places at one time, like the student examining
operand and result values at the application of the “*”.

If a programmer is modeled as an information forager (§2.2), then
the patches of exploration in data-oriented debugging are not solely
source code patches. They are also data patches. Data patches are
regions of the place-time space. They overlap to varying degrees
with the data that the programmer currently needs. Importantly,
the areas of place-time activated for a program will vary greatly
depending on what a programmer is looking for.

3.4 Role of Tool

The design of the debugging tool shapes how programmers navi-
gate place-time. Figure 1 illustrates how different debugging tools
capture and relate patches of place-time. For the student in our
running example, the print debugger produces a sequence of log
messages ordered in time, each anchored to a particular place. This
makes comparisons across time easy, for instance making it clear the
order in which operations were actually invoked. It also reveals the
order that places were reached, if multiple places are instrumented.
In comparison, if the student were to use a breakpoint debugger,
they would have access to a wide slice of state across place (the
debugger’s view of in-context variables) at a fixed point in time,
making it possible to review a large number of variables related to
the analysis. Both tools can facilitate access to the same program
data with sufficient effort, though their querying and presentation
interfaces influence how well a given analysis is supported.

One role of tools under this lens could be to facilitate program-
mers in what Spinellis called “finding a needle in a haystack” [43].
The large space of intermediate program states and potential path-
ways through it is vast. If a tool can help a programmer eliminate
large regions of the space, it could make search more tractable. In
our example, print lines help the student recognize that the expres-
sion parser is correct. This allows them to prune a large segment of

!Place as a spatial dimension is merely an evocative analogy: place is hierarchical,
not linear; place is discrete, not continuous; and any projection of place into space
would put disparate places in close proximity. Furthermore, place and time are not
fully independent: large regions of the place-time space are empty, as there is no
meaningful interpretation of a place at a given time if its source location is not in a
scope somewhere on the call stack at that time.
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space (all parser source code) and time (all steps before the correct
parser result).

The next sections lend weight and nuance to this view. §4 de-
scribes a formative interview study which finds that programmers
explicitly think about gathering and querying execution data, and
that their tools currently entangle capture and querying of that
data. §6 describes a qualitative tool-use study analyzing the role
of execution data in comprehension and the kinds of queries that
programmers issue. In §8, we review existing debugging tools and
find that they require capture and querying, and that their queries
encode the axes of place and time.

4 Formative Interviews

To understand the needs of programmers as they relate to data over
the course of debugging tasks, we conducted formative interviews.
12 experienced industry software engineers spoke with us about
their experiences debugging systems as part of their own work and
projects. Participants were recruited from our personal networks
(F1-F12), and interviews were conducted over Zoom. Participants
were compensated $50 for their participation.

Similarly to Beller et al. [4], we found that most participants had
a strong preference for either print statements (7 participants)? or
breakpoints (2 participants), with 3 participants saying that they
used both depending on the situation. Despite this, when asked
about their debugging approach, many participants articulated the
same overarching general approach, described below.

Stage 1. Orienting to code. 4 participants preferred to read code
first, while 6 used their debugging tools to help them understand
execution flow. F1 said that “I might start with the vaguest possible
logs if I don’t know what’s going on...there’s first some exploration,
especially if I don’t know the feature, where I might just add some
logs where I think it could hit..I'll put them there because I just
need to see generally what’s happening.”

Stage 2. Use data in checking models. All participants highlighted
the formation and checking of mental models. 8 talked about us-
ing debugging tools to validate their model or check where the
program’s execution deviated from their expectations. 6 did so sys-
tematically in a process that some referred to as “binary search” or
“process of elimination”. In F4’s words: “when I'm looking at the
logs, I can see the execution, that, okay, you reached this function,
you went into this branch, you probably should not have gone into
this branch. Why did you go to this branch? And then I'll try to
figure why it’s going there”

Where our observations began to depart from prior work was in
participants’ observations of the tensions and workarounds arising
in collecting and inspecting data.

Managing data volume. 8 participants discussed exercising cau-
tion in how they invoked their debugging tools to avoid being
inundated with information. F3 said that “you don’t want to burn
up your log files with unnecessary information...otherwise, you
will lose out the meaningful logs” F4 had a strategy of printing
both nested fields (for easy scanning in the output) and full objects

2The strong preference for print statements is in part due to our initial recruiting for
this study emphasizing print debugging.
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be used to filter and sort logs ((3). Fields from the call stack can be
added as columns to the table, enabling easier comparisons (@).

(to minimize potential regret of not logging enough). Information
overload was not limited to print debugging. F10 said about adding
breakpoints, “if it is something that’s gonna get called a ton...putting
a breakpoint inside that is gonna kind of drive me crazy”

Preparing data for interpretation. Participants had varied strate-
gies and preferences in making output easier to consume. F7 men-
tioned using a notepad to keep notes while debugging because
“there will be a lot of statements, right? ...it looks like, you know,
too much information that I can just look and process and get an
output” F8 complained that NumPy would sometimes print an en-
tire matrix in scientific notation, which made its contents harder to
interpret, and they imagined that having the actual values present
(instead of the text representation) would allow them to simply
show the matrix again in the right format. F4 coordinated multiple
tools, using conditionals to filter down to particular execution con-
texts, print lines to surface data, and breakpoints to descend into
areas where they wanted to take a closer look at state.

These formative interviews raised two insights that guided our
next steps. The first was that to better understand the particulars of
how programmers use data in debugging, we would need to observe
debugging sessions; while participants could describe the shape of
their work, they seldom shared particular questions and steps taken
to answer them. We conduct these observations in §6. The second
was that programmers prematurely filtered their data before they
necessarily knew what questions they had; this prompted us to
develop a transitional debugging tool that could address the factors
that led to premature filtering (§5).

5 Transitional Debugging Tool

We developed a new transitional debugging tool named autopsy
as a probe intended to make querying behavior more visible. From
the results of our formative interviews, we wished to observe pro-
grammers directly as they debugged, but were concerned that pre-
filtering would restrict the querying behavior that we would be
able to observe. As such, we wanted this tool to decouple capture
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and querying to alleviate the need to pre-filter. This led to two goals
that informed the design of autopsy:

Make collection easy. Multiple participants (F1, F3, F7, F10) dis-
liked that breakpoints added friction to the data collection pro-
cess, complaining of needing to constantly advance the debugger
through the program’s execution. On the other hand, F10 liked
that breakpoint debugging reduced the upfront planning of what
to collect. We wanted to make it easy to capture all of the needed
execution information.

Manage abundant data. We observed a tension between regret
of not collecting enough data and difficulty working with too much
data (F3, F4), as well as explicit efforts by programmers to optimize
the interpretability of outputs (F4, F7, F8). We believed greater
support in finding, characterizing, and transforming portions of
the collected data would reduce pre-filtering and allow us to see
greater query diversity.

5.1 Capabilities

Based on these design goals, we developed autopsy, a general-
purpose debugging tool designed to support data-oriented debug-
ging, shown in Figure 4. autopsy provides more flexible querying
in place-time by combining print-style querying across time with
breakpoint-style querying across place.

Beyond what data it captures, the role of autopsy as a tool is two-
fold. First, it makes query expression easier by giving interactions
for quickly re-specifying queries over data from already-captured
locations in the code without needing to rerun the program. Second,
it makes interpretation of larger outputs tractable by providing
views of logs separated by call site, allowing interactive filtering of
logs, and providing summary visualizations of values contained in
logs.

Library. autopsy is a library implementing a capture mechanism
for execution data reminiscent of print debugging: any call to
autopsy. log takes arbitrary arguments and stores them. In service
of making collection easy, it additionally captures (1) the line number
and code of the expressions passed as arguments, (2) the stack trace
including all function names and locations, and (3) the content of
all variables in all stack frames.

Web Viewer. After the program is run, the captured data is dis-
played in a web viewing interface, which can be opened as a stand-
alone webpage or embedded in VS Code as an extension.

Streams. Following the design of Log-it [14], each autopsy. log
present in the source code is broken out into a separate “stream”
table, enabling quick comparison of all of the logs from any one
source location. If there are multiple log calls in the source code,
each will produce its own stream table. Each row in the stream
corresponds to a particular invocation of the logging call. Since all
of the logs from the same call site have the same arguments, they
are presented as a table. Table columns visualize the distributions
of their values and support sorting and filtering. This is useful for
getting a sense of the values that passed through a particular point
in the code across the whole execution and for cross-filtering other
columns, which makes managing abundant data more tractable.
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Stack traces. Inspired by the broad access to state that a break-
point debugger gives when stopped on a breakpoint, every log
entry is associated with a full stack trace containing the values of
all variables at the time that the log was captured. Selecting any
log entry in the viewer will show the associated stack trace in a
side panel, including code locations for each frame, variable names,
and values.

Since autopsy captures a full call stack on each log invocation,
values from any place in the stack can be added as new columns
in a stream. The selected value from the call stack corresponding
to each row will be shown as if the original log call had it as an
argument. This avoids the regret of not capturing relevant places
and shortens the feedback loop between wanting additional context
and seeing it, but also hides this extra information from view until
the programmer asks for it, helping programmers manage abundant
data.

Full history. Many participants in our formative interviews artic-
ulated a systematic process of debugging consisting of comparing
execution flow and values with their mental models. To this end, the
viewer also presents a full history that interleaves all logging calls,
similar to how the corresponding print debugging output would
look. In order to answer the question “what happened before/after
this?” in a stream, clicking on a particular log in a stream navigates
to its corresponding location in the full interleaved history.

5.2 Implementation

The autopsy python library uses the python standard library’s
inspect module to capture a full stack trace including variable
values. Variable values are captured by pickling, which restricts
the set of capturable values to those that are serializable. Naively
pickling all variables on every new stack trace imposes a noticeable
performance penalty, which can be ameliorated in future work by
only capturing variables when they change.

6 Tool-Use Study

To better understand the nature of mental model checking, pro-
grammer queries, and how tools facilitate them, we conducted a
lab study. The study was qualitative, involving observations of 19
participants (P1-P19) as they completed debugging tasks with a
number of different debugging tools.

The study focused on three research questions, each of which
allowed us to provide greater clarity around essential components
of the data-oriented debugging lens:

RQ1. How do programmers integrate execution data into their
comprehension process? (Mental Models and Data Needs)

RQ2. What types of queries do programmers issue when using
debugging tools? (Queries, Place and Time)

RQ3. How do debugging tools affect what queries programmers
express and at what cost? (Queries, Role of Tool)

We selected the tools for this study in accordance with the data-
oriented debugging lens: print debugging most easily expresses
queries across time, breakpoints across place, and autopsy across
each. For deeper analysis on the mapping of these tools onto place-
time, see §8.

Tao et al.

6.1 Method

Sessions provided debugging challenge tasks rated to take about
40 minutes each. Our intent was to observe the kinds of behavior
and thinking that happened around program data. Study sessions
lasted up to 2 hours and were conducted remotely over Zoom. Each
participant was randomly assigned to use one of the two standard
debugging tools as well as autopsy over the course of two debug-
ging tasks. We captured fine-grained logs of participants’ activities
throughout the tasks via screen recordings, facilitator notes, and
instrumentation in the IDE. Participants were compensated $100
for their participation.

Participants. Participants were recruited from computer science
student mailing lists, personal networks, and a LinkedIn post. We
screened for software development experience (through internships,
full-time work, or research) and Python familiarity. Participants had
an average of 5.4 years of programming experience (o = 3.5) and
rated themselves at 4.0 out of 5 for comfort with Python (o = 0.8).
14 participants identified as male and 3 as female. Participants were
all university students: 4 undergraduate, 6 masters, 9 doctoral.

Conditions. Study sessions were conducted on participants’ own
computers via a browser-based version of the VS Code editor, called
code-server. Each participant used autopsy and one of two ran-
domly assigned standard tool conditions:

o Print debugging, shown as an ablation of the autopsy inter-
face to alleviate common stdout formatting problems.

e Breakpoints and the debug console, using the features al-
ready present in VS Code.

We opted to have participants use both autopsy and a standard
tool in order to facilitate within-subjects comparisons.

Tasks. We designed two tasks to pose significant obstacles to
program comprehension, each consisting of 300-400 lines of Python
code. Each task consisted of a multi-stage processing pipeline, with
later stages depending on the outputs of previous stages. We added
a bug to an earlier step in each task pipeline that manifested in a
later step. We included distractor code by adding extra plausible
stages that had no impact on the erroneous logic.

One task (“Gateway”) was an API gateway where users ran
out of API quota too quickly. The gateway consisted of multiple
middleware layers, with the quota tracking middleware erroneously
deducting quota before the rate limiting middleware ran, sometimes
resulting in quota consumption on rejected requests.

The other task (“Sensors”) was a scientific processing pipeline
with sensors supposedly out of alignment despite input values
looking reasonable. A deserialization step erroneously produced
zero values for some calibration objects which, when applied in a
later step, would zero out the raw sensor reading.

The effects of the bugs were surfaced via a single failing test,
but the separation of cause and effect made dynamic debugging
necessary.

Before each task, participants were given tutorials on how to
use the dynamic debugging tool that they had been assigned to use.
Participants were given 40 minutes for each task and were told to
try to fix the bug as quickly as possible. We asked participants to
think aloud as they worked.
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Analysis methodology. The first author reviewed session record-
ings, took detailed notes about participants’ behaviors and think
aloud utterances, and conducted a thematic analysis: research ques-
tions were used in a top-down analysis which produced a catego-
rization for types of relevant results, then a bottom-up analysis was
conducted to code notes within these categories. The coding re-
sults were discussed with the other authors, and the second author
reviewed the coded notes.

6.2 Results

Throughout this section, unless explicitly stated otherwise, partic-
ipant and instance counts include at least one instance in every
condition and task.

6.2.1 Comprehension process. To answer RQ1, we found that par-
ticipants incorporated execution data into their comprehension
process in a variety of ways, and did so at different stages of com-
prehension. We believe that the diversity of these observations
highlights the important and multifaceted role that execution data
plays when comprehending and debugging code.

Exploration of available data. Participants used captured data to
understand the actual shape of the available data: 9 participants
(17 instances) looked to captured execution data in order to see
what variables were even available to aid in their analysis. This was
used both in early stages of comprehension to get a sense of the
shape of the available variables at a particular place (10 instances)
and later on when seeking out more information to contextualize
an interesting observation (3 instances). This behavior was most
common when using autopsy (11 instances).

For example, P2, using autopsy, started by saying “I just don’t
know what I want to log. I feel like I just want to look at everything,’
and upon logging something and expanding the call stack panel,
remarked, “what I really want is this other stuff”. We believe that
participants’ comprehension was assisted not just by values of
variables, but also what variables were even available.

Runtime values as hooks. Similarly, 7 participants (13 instances)
looked to captured data in order to find variable names and con-
stants within the code. This was used both to find code that gener-
ated a value (9 instances) and to guide writing code for instrumen-
tation or to fix the bug (4 instances). For example, 3 participants
doing the sensor task saw many sensor readings with the value
273.15 and searched for it in the code, locating where it occurred as
a literal value contained directly in the apply_calibration code
and subsequently focusing their search there.

Referring to data while reading code. Participants often referred
to execution data as they read code (14 participants, 28 instances).
Looking at runtime values allowed participants to ground their
understanding of the code in concrete examples and validate their
expectations about its behavior. For example, P10, upon reading
a comment that self_calibrating sensors would have null cali-
bration fields before the deserialization step, logged the calibration
fields and confirmed this fact. We believe that performing such
checks against execution data allowed participants to become more
confident in their interpretations of the code.
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Data providing information scent. All participants began their
tasks by reading at least some of the code, but none fixed the
bug without viewing execution data at least once. Execution data
gave 9 participants clues about where to look next. Anomalous
values and patterns allowed participants to “follow their noses”
towards the source of the values, as in information foraging. This
scent could sometimes be misleading, such as when P7 logged the
window_start variable, which gave the start timestamp for the rate
limit window, and found that it was negative, prompting them to
believe there was a bug in the rate limiter.

Process of elimination. We observed 4 participants explicitly ap-
plying a process of elimination in the sensor task. Participants did
so by issuing queries across time (§6.2.2) for the output of each
stage of the pipeline and noticing that the calibration step caused a
distribution shift that persisted across the remaining stages, which
led to them investigating the calibration step.

Backwards reasoning. One essential component of the program
comprehension process is backwards reasoning [3, 17], which an-
swers questions of the form “why did this happen?” Of the tools
that we tested in this study, none directly support this sort of query,
and we did not observe participants attempting to use the tools
directly to answer these questions. Instead, participants mostly
sought answers to these questions by reading code.

6.2.2 Categories of queries. To answer RQ2, we observed that
participants used their debugging tools to issue a wide variety
of queries that range over axes of place and time. Except where
noted, participants performed the following query types using all
of the debugging tools, and all participants performed more than
one type of query within a given task, which suggests that a single
query type may be insufficient for a debugging session.

Across time. The most common type of query by far (17 partici-
pants, 58 instances) was observing the full range of values taken
on by a particular variable across many instances of a log or break-
point, or what we refer to as queries across time. With print and
autopsy, they did so by adding log statements and scanning over
the resulting logs or table. For breakpoints, they set just one break-
point after a particular step, then repeatedly pressed continue and
watched the output of interest in the variable panel. For example,
12 participants used their debugging tool to view all of the numeric
outputs of some stage of the sensor task pipeline, allowing them
to see the spread of results. We suspect that the looping nature
of these pipeline processing tasks is what led participants to so
strongly prefer queries across time.

Following execution forward in time. We were surprised to find
that it was comparatively uncommon for participants to follow
execution forward for a single request or sensor reading, such as by
setting multiple breakpoints, using the step features of the break-
point debugger, or by adding logs across multiple functions. We had
expected this to be more prevalent, especially in the breakpoint con-
dition, as it would allow participants to observe the execution flow
of the program, but only 4 participants in the breakpoint condition
(P1, P12, P15, P16) performed this style of analysis. Furthermore,
no participants conducted this style of analysis using autopsy.
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Across place. Participants also observed multiple variables simul-
taneously (6 participants, 9 instances) in order to compare them
and draw conclusions about behavior that a single variable would
not communicate on its own. In these cases, participants were not
making comparisons across time, but instead scanning for indi-
vidual datapoints with interesting behavior and focusing on the
relationship between the variables in those instances. For example,
P14 employed an interesting strategy of logging rejected request
contexts with the type name of the middleware class instance that
most recently processed them, in order to find out which middle-
ware class caused the rejection and direct them to the associated
code.

Across both place and time. The most complex analyses con-
ducted by participants combined variables from multiple distinct
places in the code and also observed them across iterations (viewing
points across both place and time). Participants made comparisons
both across variables and places within an iteration as well as within
a particular variable across iterations. 7 participants engaged in
such analyses. No participants engaged in such an analysis when
using breakpoints, which we hypothesize is due to the breakpoint
debugger only showing a single moment in time—conducting such
an analysis would be very taxing on working memory, whereas
with print and autopsy it would be externalized on to the displayed
output.

One example of such an analysis was when P6, using autopsy,
instrumented the middleware execution loop of the API gateway.
This assembled a view showing the multiple middleware processing
steps for a single request to see if that request was rejected, why
it was rejected, and the progression of quota consumption across
all requests. This complex view allowed P6 to observe multiple
important behaviors of the program at once: that a varying number
of middleware were run for each request (since the engine exits
early if a middleware rejects the request), that the rate limiting
middleware ran after the quota middleware, and that quota was
being deducted prior to rate limit rejections.

Single points in place and time. Participants sometimes sought
out individual datapoints (7 participants, 12 instances). This took
two forms: instrumentation that would trigger exactly once dur-
ing execution (6 instances), and searching for the first time that
a particular predicate was satisfied (6 instances). Exactly-once in-
stances were about aggregate summaries of the execution, such as
the number of API requests blocked for any reason across the entire
execution. First instances were usually seeking an example to con-
firm a suspicion about conditions in the program state, such as what
a calibration object looked like for a self_calibrating sensor
(P1, P4). This type of query was most common with breakpoints (9
instances).

6.2.3 Expressing queries. To answer RQ3, our findings from this
study revealed that tools shaped querying in three ways: they im-
posed different costs and query formulations for the same needs,
they made some data needs difficult or impossible to fulfill, and they
sometimes produced outputs that were prone to misinterpretation.

Query transformations. We observed many instances of partici-
pants operating on their collected execution data, changing it in
some way to better suit their current needs. They conducted these
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transformations for different reasons—some because they realized
their current instrumentation was not answering their questions,
others because something in the data spurred them to change their
focus. Different debugging tools changed the forms of the base and
transformed queries.

The most common transformation was widening the view across
places (14 participants, 27 instances). This was realized differently
and with different costs in each tool: looking at new variables in
the variables pane when using breakpoints, dragging to add new
columns in autopsy tables, or adding extra variables to print logs
and rerunning.

In the print and autopsy conditions, we observed wide logs (7
participants, 14 instances), where participants intentionally cap-
tured large objects with more information than necessary, explored
the available keys, then focused their attention on specific keys
of interest. These wide logs are evidence of print and autopsy
imposing a cost on widening. This strategy did not apply in the
breakpoint case, which already has access across place.

The other common form of modification was narrowing captured
time (12 participants, 18 instances), where participants applied
conditions in order to focus their view of the output by changing
breakpoints to be conditional, wrapping log calls in if statements,
and using autopsy’s filtering. That participants did this speaks to
costs in interpretation: a narrower view has strictly less information,
which is only relevant in making interpretation more tractable.

One particularly interesting form of transformation was display
transformations, where participants made changes that did not affect
the information content of their captured data, but instead the way
that it was presented to them. For example, P14, using the print
tool, said “maybe I should log this slightly differently” and changed
alog of a list to instead loop over the elements of the list and log
desired keys from each element to make them easier to compare.
One example where the participant was unable to achieve this was
when P5 wanted to view the list of results of all processed sensor
readings as a table while using the breakpoint debugger. They
could not formulate the right expression in the debug console, tried
expanding the Variables panel to be very wide but were unable to
see the desired key, and finally had to settle for manually expanding
individual objects.

Tools make querying difficult. The most urgent gap in tooling
that we observed over the course of this study was that participants
in all three conditions struggled to formulate their data needs as
queries or failed to locate appropriate evidence within their col-
lected data that they suspected should exist (and did exist). They
sometimes persevered through tool unfitness at high cost: P12 suc-
ceeded, but spent over 20 minutes making several different attempts
and performing forward debugging by stepping with breakpoints,
in trying to locate the first time a request was rejected for quota
exhaustion.

4 participants (P2, P3, P5, P11) at some point wanted to analyze
execution data in a way that was hard to achieve within the normal
flow of code execution because it required a holistic view of the
entire execution. This was inherently at odds with how all three
tools work by querying within the normal flow of execution. P5
and P11 both wanted to calculate aggregate statistics over values
internal to sensor pipeline steps, which conflicted with the pipeline
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control flow which processed one sensor reading at a time. P2 (print)
and P3 (autopsy) had questions about whether a particular API
gateway processing step ever interfered with values from another
step, but could not figure out how to formulate this analysis using
their debugging tools.

Tools make interpretation difficult. We observed distinct patterns
in comprehending execution data that often led participants astray
in their comprehension processes. While the precise causes of these
interpretation difficulties varied, a common theme was that debug-
ging tool outputs could be confusing or easily misinterpreted.

5 participants displayed an “insensitivity to execution flow” where,
in the course of trying to collect or comprehend execution data,
they did not notice that an early conditional return statement would
restrict the times when their instrumentation would trigger or (in
the case of mutating state) that they could not rely on a particular
value because it had not yet been set. We hypothesize that this
occurred because, of the three debugging tools that participants
used, only breakpoints explicitly show control flow, and even then
only do so if participants are using step debugging (which few did).

When conditional data capture resulted in no output, participants
were often confused about how to interpret the result, as they were
unsure if they had specified their condition incorrectly or if the
correct answer to their intended query was indeed that such a
thing never happened. This problem was especially pronounced for
conditional breakpoints, as it was possible for participants to write
incorrect expressions (syntactically incorrect, or using variables
that didn’t exist)—the resulting lack of stopping on a breakpoint
was the same in both cases.

6.3 Limitations

Our study tasks consisted of code unfamiliar to participants and
were both multi-stage processing pipelines. The bug in each task
separated cause and effect. Many naturalistic debugging settings
may not be like this: programmers will be more familiar with the
code they are debugging, the code may not be a looping pipeline,
and bug cause and effect may be closer together.

Our participants were university students with moderate expe-
rience programming. Comfort with code, familiarity with design
patterns, approaches to debugging, and ability to interpret output
could all differ for more or less experienced programmers. These
factors, if changed, might change data needs, as well as their ex-
pression and interpretation in queries.

7 Refining the Lens

The results of our tool-use study enrich the components of the
data-oriented debugging lens and show how applying it can clarify
the roles and capabilities of different debugging tools. Here, we
examine the implications of our observations for each component.

Data needs. Our answer to RQ1 (§6.2.1) shows that data needs
occur throughout the debugging process and that they vary in
specificity and purpose. Early interactions with data may be open-
ended and help with mental model formation as programmers use
execution data to get a sense of how to proceed. As investigation
proceeds, needs can become specific and targeted. Programmers’
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data needs are similar across tools, even if their specific instantiation
as queries differs.

Queries & Place and Time. Our answer to RQ2 (§6.2.2) shows that
the queries that programmers issue organize cleanly into the axes
of place and time. These queries occurred along each combination
of the axes: single points in place-time, across place, across time,
and across place-time.

Role of Tool. Although we observed similar data needs regardless
of tool, our answer to RQ3 (§6.2.3) is that the differences between
tools resulted in different costs and therefore different querying
behaviors. The phenomenon of wide logs in the print condition
speaks to the existence of these costs: we suspect that participants
issued wider queries before narrowing because widening across
place required an edit-run cycle.

The effect of debugging tools on querying behavior is further
evidenced by queries that participants did not issue. P2, P3, P5, and
P11 each encountered a situation in which they could not formulate
their data need as a query because their tools operated within
normal execution flow where they needed an aggregate view. P12
found an inefficient way to query and found the answer they sought,
but did so at great cost.

Even when queries were tractable, the tool influenced when and
how often certain query types were used. Participants did not issue
queries across place and time with breakpoints, perhaps because
doing so in breakpoint debugging would require them to track
data from earlier times in working memory. Following execution
forward in time was more common with breakpoints, where it is
as easy as stepping, whereas it was rarer with print statements
and absent from the autopsy condition because it would require
participants to intentionally place multiple logs with the intent of
following them. No participants conducted backwards reasoning
using the debugging tools because none of them directly support
this type of query.

Interpretation costs also influenced participant querying behav-
ior. That participants performed display transformations at all (such
as P14’s change from logging a list to a loop of logs of its contents
and P5’s struggle to reformat list output as a table) indicates that
tool output interpretation can have a high enough cost to war-
rant active intervention from the programmer. These interpretation
costs are not just localized to the fulfillment of a single data need:
insensitivity to execution flow and misinterpretation of empty re-
sults could lead to incorrect mental models and to long, fruitless
investigations.

8 Prior Work Under the Data-Oriented Lens

We offer the data-oriented debugging lens to enable analysis and
critique of tools on the basis of their capture and querying affor-
dances and what types of queries they support. In this section, we
demonstrate its potential for this use by putting prior debugging
tools under the lens. In the process, the lens helps us explain the
power of standard debugging tools and differentiate the kinds of
support offered by different classes of research tools.

The maximalist interpretation of data-oriented debugging sug-
gests that we should have tools that cover every type of query a
programmer may want to express, make it easy to express these
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queries, and present outputs according to the programmer’s current
needs, though it remains to be seen whether a single tool can cover
all of these use cases well.

Print statements, breakpoints, and autopsy. Print and breakpoint
debugging are both widely used, likely because they can answer
broad classes of queries and because with enough effort, it is possi-
ble to answer any query with sufficient application of either tool.
This also explains their enduring popularity in practice: program-
mers only need one tool for all of their debugging purposes. This
has been well-established in prior work [4, 28], and we saw further
evidence of this in both our interview and tool-use studies.

Though we saw participants in our tool-use study issue all sorts
of queries using all three of these tools, their particular interfaces
make certain queries more natural. As shown in Figure 1, break-
points capture state across all places at a particular point in time,
but seeing state at another time requires stepping, which is effec-
tively a new query across place at the next time step. This makes
analysis across time more difficult with breakpoints.

On the other hand, print statements are good for capturing from a
particular place across all time, but since they only capture explicitly
declared places, there is no way to see other places without knowing
other variables or locations to add.

We designed autopsy as a synthesis of these two tools, providing
easy access to both across-time queries (using the familiar log state-
ment pattern) and across-place queries (via call stacks associated
with each log).

There are also queries that are genuinely difficult to express and
interpret with these tools, stemming from the fact that they are
essentially capture-and-present tools that provide little analysis and
just present the captured data. We saw in our study that participants
did not perform backwards reasoning [3] (“why did this happen?”)
via the studied tools, preferring instead to read code, as connecting
cause and effect using these capture-based tools requires careful
interpretation on the part of the programmer.

Extended capture-and-present interfaces. How can tools go be-
yond print and breakpoint debugging? According to our lens, it
would be by querying new combinations of the place-time space,
providing new forms of navigation, or reducing the cost of infer-
ence and navigation. Here we consider UIST-style debugging tools
that can be explained in this way.

First are those that refine the print model [6, 14, 31, 32]. These
tools all capture and display slices of state indexed by time. Their
value propositions are of several kinds. They capture certain kinds
of state, such as status of electronics PINs [31], network routers [32],
and user interface state [6]. And then, they offer support on the
presentation layer through mechanisms like domain-fitting visu-
alizations [31, 32], annotations for relating back to code [14], and
anchors for particular slices of state for easier comparison [6]. Pro-
jection Boxes [26] offer a live view of variable values anchored at
code locations, with multiple occurrences across time appearing as
a table.

Then are those that extend the breakpoint model. “Omniscient”
or “time-travel” debugging [37] presents similar affordances to
breakpoint debugging with the crucial extra affordance of being
able to step backwards; their primary change is not in the shape of
patches but in the navigation moves allowed. TraceDiff [44] samples
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the same patches, but from two parallel formulas instead of one. Its
innovation is in the presentation layer differencing corresponding
patches, and navigation affordances that allow homing in on sites
of difference.

When viewed under this lens, it is interesting to consider a recent
result from Wang and LaToza [46] which failed to find significant
improvements in debugging productivity of programmers using
omniscient debuggers over conventional breakpoint debuggers; we
conjecture one cause may be that they still query and make accessi-
ble the same underlying information patches; adding a navigation
direction may not have been enough to add substantial support.
More generally, we conjecture that there may be a ceiling to what
debugging tools can achieve if they do not allow for more profound
ways of flexibly sampling and connecting patches in the place-time
space.

Specialized query interfaces. The Whyline [17] is a quintessential
debugging tool from the HCI literature. It aims to help program-
mers answer “why” questions about behavior by allowing them to
trace forward and back over data and control flow to causes and
consequences of behaviors. It has led to sizable efficiency gains in
the lab [18]. Our lens helps point out that it answers only one kind
of query — those involving individual points in place and time, with
navigation transitions constrained by flow relations. This framing
helps clarify that while Whyline seems to be a strong debugging
tool for the scenarios envisioned, it necessarily needs to be among
other tools to support the full range of actual debugging questions.

Taking this further, we observe of other tools from the literature:

e Hypothesizer [2], which aims to identify behavior indicative
of common bugs, provides access to discontinuous samples
of points of state across time, with interpretive support in the
form of generated explanations of how those points together
suggest a bug. It too supports one query type and limited
mobility across place and time.

e Scry [7], which aims to help programmers to understand root
causes of DOM changes, samples two user-defined points
in time and a slice between them for a particular subset of
state around selected DOM elements. It too supports this
one query type.

e Omnicode [15], which helps novice programmers debug by
providing live scatterplot visualizations of numerical vari-
ables, provides an aggregation across all time per-variable
and exposes just this one query type and presentation.

e Automated fault localization techniques [47] aim to find
locations in code likely to cause bugs; these generally sample
singular disparate points in place and time with the query
defined by the system, not the user.

We draw two conclusions from viewing these tools under this
lens. First, the presence of tools for specialized query types moti-
vates the expectation that there are probably yet more specialized
queries to derive and support. For instance, perhaps a front-end
developer could benefit from a debugging view that shows state
subsets at discontiguous time samples when users engage with a
certain kind of flaky user interface element. One way of looking at
the structural novelty of such an approach is whether it samples
new shapes of patches and connects them with navigation in new
ways.
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An additional conclusion is that while tools for individual queries
may be individually useful, it may be difficult to make progress in
supporting debugging generally if solely these kinds of tools are
developed. If users need to answer a variety of questions throughout
debugging, as those in our study did, they may be better served by
flexible interfaces that can be bent to answer the kinds of complex
queries above among the many others that might arise, using a
shared set of flexible query mechanisms.

9 Future Work

Longitudinal study. We are interested in how debugging tools
are integrated into programmers’ workflows on a longer time scale
than was evaluated in this paper. A longitudinal study, perhaps
with a participatory design component, would be an opportunity
to see how debugging tools support longer-term comprehension
and debugging.

Theory of debugging. While data-oriented debugging clarifies
how programmers express their data needs as queries, it is not a
complete account of all of the information needs and processes that
constitute debugging. Programmers must combine querying with
reading code, interpreting information, and updating their mental
models. Future work could develop a complete theory of how pro-
grammers debug that integrates data-oriented debugging with all of
these other important components. Such a theory would clarify the
relationships between the variety of tools and information sources
involved in debugging.

Furthermore, if debugging is analysis of execution data, we could
try to transfer powerful ideas from data analysis. A debugging
tool might contain explicit exploratory and confirmatory phases of
investigation, or treat instrumentation as a sampling design over
place-time that fixes which questions the captured data can answer.
We observed evidence for both of these in our studies: participants
in §6.2.1 progressed from open-ended exploration to hypothesis
testing, and participants in both §4 and §6.2.3 had to trade off how
much information their instrumentation collected in order to draw
the right conclusions.

New debugging tools. From the query types and tooling gaps
identified in our tool-use study, combined with our analysis of other
debugging tools in the data-oriented debugging lens, we envision
new, general debugging tools that fulfill multiple types of queries
over place and time. We anticipate that supporting general queries
over program execution will require three yet-to-be-developed
components: a complete data model, unified querying, and efficient
execution.

First, a data model would define the full scope of what queries
execute over. The picture of place-time that we have drawn is a
simplification of the possible dimensions of execution data. Place
as a 1-D axis of (source location, access path) pairs omits important
context. Under the current model, a place may have repeated ob-
servations under different execution contexts that the programmer
might prefer to distinguish, such as at different levels of recursion
or from the same method being executed by different objects [38].
It would also be interesting to extend place-time to multiple exe-
cutions, which would enable comparative analysis, but would also
introduce new interpretive challenges when execution diverges.
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Next, unified querying would allow a single debugging tool to
cover all of the different types of queries. An obvious first extension
is to incorporate forward and backward causality tracing (as in
the Whyline [17]) into a general-purpose querying tool such as
autopsy. This would ameliorate the query specification gaps that
we observed in §6.2.3 and complete the picture shown in Figure 1.
The deeper challenge is to design query and output representations
that are general enough to support diverse debugging scenarios
without imposing a high burden of knowledge on programmers.

Finally, a general query-based debugging tool must execute effi-
ciently. Analysis across place and time is data-intensive. Time-travel
debugging tools tend to avoid the problem of complete execution
tracing [37], but in doing so, they lose the ability to perform analysis
beyond capture-and-present. We believe that full execution tracing
can be made efficient enough to make the performance penalty
tolerable for common debugging scenarios, and that doing so is
an important component of expanding the types of queries that
interactive debugging tools can answer.

10 Conclusion

In this paper, we presented data-oriented debugging, a conceptual
lens for understanding the data needs that programmers have and
the queries that they issue to fulfill these needs. Debugging tools
vary in their support of different queries, which operate on execu-
tion data arranged along axes of place and time. We developed this
lens via interview and comparative tool-use studies, then applied it
to provide perspective on the current landscape of debugging tools
and point out strategies and opportunities for future work.
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